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Aiwei Liu, et.al., A Survey of Text Watermarking in the Era of Large Language Models. 2024
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@® Watermarking During Logits Generation

@ Watermarking During Token Sampling

training time watermarking
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Aiwei Liu, et.al., A Survey of Text Watermarking in the Era of Large Language Models. 2024
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Published as a conference paper at ICLR 2024

ON THE LEARNABILITY OF WATERMARKS
FOR LANGUAGE MODELS

Chenchen Gu, Xiang Lisa Li, Percy Liang, Tatsunori Hashimoto
Stanford University
{cygu, xlisali, thashim}@stanford.edu, pliang@cs.stanford.edu



Training Time Watermarking
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B BEAREFARITRE, @EIKEDFIERIIGHAIFERE, ERRKEIXE

#PIRE
[ rg
Orlglnal model i‘;f:;;gafk?:e Generated N A
EﬁI"E < text etector P-value = 0.0001
s Watermarked!
. Model-generated!
Watermark
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Chenchen Gu, et.al., Stanford University, On the Learnability of Watermarks for Language Models (ICLR 2024)



Training Time Watermarking

. Logit-based Watermark Distillation
B RIRKLEEXSSTEITRE p, .y FIFERE p, NS

len(x)

1
Liogit(0) = D Y. > D (fu(im (| 2<t) ,2<0,€) [lpe (- | 2<0)) -

reD t=1

. Sampling-based Watermark Distillation
IEtR: RABITRE p .y ERERDKENXEFHAIIGE, FIRRZERKINGFERE p,

len(x)

1
Esampling(ﬁ) — ﬁ Z Z — logpf? (lft ‘ :L'-{t) .

zeD t=1

Chenchen Gu, et.al., Stanford University, On the Learnability of Watermarks for Language Models (ICLR 2024)



Training Time Watermarking

B P/ FEER: Llama2-7B
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Inference Time Watermarking - During Logits Generation

Published as a conference paper at I[CLR 2024

UNBIASED WATERMARK FOR LARGE LANGUAGE
MODELS

Zhengmian Hu', Lichang Chen', Xidong Wu?, Yihan Wu', Hongyang Zhang®, Heng Huang!
! Department of Computer Science, University of Maryland, College Park, MD 20742, USA
“Department of ECE, University of Pittsburgh, Pittsburgh, PA 15261, USA

3School of Computer Science, University of Waterloo, Waterloo, ON N2L 3G1, Canada

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation

B {TARETIRKED?

Let P be the probability distribution of the original language model. A watermark
function R with a random variable E (representing the watermark code) is unbiased if:

E[R(P,E)] =P
where E is the expectation over E.

Key Point: An unbiased watermark function ensures that the expectation of the
reweighted probabilities equals the original probabilities.

m FC{RKENGE:
@ ZlRWEIN (Unbiased Reweight) @ #377KEDf8 (Independent Watermark Codes)

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation

N

B LRI HBRSKENSHHEREESRIRS HEEAD
@ &6-reweight: NEIRDHHRERFE—1One-hot1h
@ y-reweight: [EHEHRAR, BEESMEER¥E, [EFFRtokenAIiEEX2

Gil_'but!’ s iiized}3 : ves - “._.but,, - ﬁﬂizcd,5
E | Shuffie
. = f:',"' ;j:’ | “__‘b t"-‘
Reweight e , !
I 1 1
0 172 |
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“ized” “ized” “_but”
I 1
0 1 0 1
Figure 1: Illustration of d-reweight. Figure 2: Illustration of ~y-reweight.

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation

B RIZOKENES: (RIEEEAFFIBITRIE

“Al can”
learn understand
Context code history ch If ¢ didn’t shows up in ch
Context code ¢
Watermark code E .

Private key k
learn understand

m AEpdiER, MREANLTXBHMINE, mbhidKEpaxA, HRERFRRIESIREEESH

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation
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Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation

R ETSSZ
B SCI8: MAHE, NeS8hF
s = =k d sle =
B SNKEEHIXAFRES[FIRIER G LAY, EROUGE, BLEUSFSHR L
Text summarization Machine translation
BERTScore T | ROUGE-11 | Perplexity | BERTScore + | BLEU 1
No Watermark | 32.70 = 0.08 | 38.56 =0.09 | 5.024 + 0.018 55.9 1+ 0.3 21.84+0.3
d-reweight 32.71 4+ 0.08 | 38.574+0.09 | 5.022 +0.018 56.3 4+ 0.3 21.7+0.3
~y-reweight 32.69 £ 0.08 | 38.60 £ 0.09 | 5.019 +=0.018 H6.2 £ 0.3 21.8+£0.3
Soft(6=0.0) 32704+ 0.08 | 38.56 +0.09 | 5.024 + 0.018 55.940.3 21.8+0.3
Soft(6=1.0) 32.354+0.08 | 38.204+0.09 | 5.313 £ 0.018 5H.11+0.3 21.0 0.3
Soft(6=2.0) 31.214+0.08 | 37.17+0.08 | 6.253 +0.022 53.84+0.3 19.54+0.3

(a) Text summarization

il

e g,‘ ewe zs“ U,ﬁnm = \(\“1 (5=2%

}{ﬂ

(b) Machine translation

BLEU

20 4

194

%,

K -ohb PR LY a0
Yo WateT P e B ren B (5 *“&ﬁ(b = éﬂﬁlb =29

CEEER

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation

Published as a conference paper at ICML 2024

Token-Specific Watermarking with Enhanced Detectability and Semantic
Coherence for Large Language Models

Mingjia Huo ™' Sai Ashish Somayajula®' Youwei Liang' Ruisi Zhang' Farinaz Koushanfar'! Pengtao Xie'

Department of Electrical and Computer Engineering, University of California.

Mingjia Huo, et.al., University of California, Token-Specific Watermarking with Enhanced Detectability and Semantic Coherence for Large Language Models (ICML 2024)



Inference Time Watermarking - During Logits Generation

B PUHKGWHRREZRRINSELHI v Fllogitsitan(g o

neration without watermark i .
Prompt _{ Generation without waterma | Output without Semantic

s(=M) ... g(-1) LLM watermark loss
4
/ Generation with watermark Logits 1 for the \ Multi-objective
Current token sequence m next token optimization
M) 1) @ . ge-n > EEM = \ A
4 l y-Generator - a _, Sample the next [, Output with | |~ Detection
Pl § - \ / - token s(® watermark loss
Embedding of Yt o
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Mingjia Huo, et.al., University of California, Token-Specific Watermarking with Enhanced Detectability and Semantic Coherence for Large Language Models (ICML 2024)



Inference Time Watermarking - During Logits Generation

m HPEEE8:. OPT-1.3B, LLAMA2-7B/13B/70B

B ZUREEE: C4 dataset

Table 1: Comparison of EXP-edit and Our Method

Method TPR@ 0% TPR @ 1% SimCSE
EXP-edit 0.922 0.996 0.655
EXP-edit (Top-k=50) 0.968 0.996 0.677
Ours (Top-k=50) 1.000 1.000 0.713

FPR = 0% FPR = 1%

1.0

0.99 4

0.98 4
o

o
& 0.96 -
0.92 +
0.84 — : 0.9 ———
0.68 0.70 0.72 0.74 0.68 0.70 0.72 0.74

Semantic Similarity Semantic Similarity

— KGW SWEET SIR —— Qurs
MultiBit === SWEETnoprompt === SIRnaprompt

Figure 2: Comparison of the trade-off for semantic integrity
and detectability of different methods applied to OPT-1.3B.

Mingjia Huo, et.al., University of California, Token-Specific Watermarking with Enhanced Detectability and Semantic Coherence for Large Language Models (ICML 2024)
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Robust Distortion-free Watermarks for Language Models

Rohith Kuditipudi John Thickstun Tatsunori Hashimoto Percy Liang

Department of Computer Science
Stanford University

July 2023

Rohith Kuditipudi, et.al., Stanford University, Robust Distortion-free Watermarks for Language Models (TMLR 2024)



Inference Time Watermarking - During Token Sampling

D

B KEDEN: FROABEHNEIERERER—RIIAMENE, LIESEMATIREFEIE
mKEDEEN: RRIBIEEIHEX SR SIAEH I Z ARIRTFRR

Algorithm 4: Randomized watermarked text generation (shift-generate)

Input : watermark key sequence & € Z"
Params: generation length m, language model p, decoder T"
Output: string y € Y™
1 7~ Unif([n]), & ¢ {&(i1n%ntiz
2 return generate({’;m,p,T)

Algorithm 2: Watermarked text detection (detect)
Input : string y € V*, watermark key sequence £ € ="
Params: test statistic ¢; watermark key sequence distribution v € A(ZE™); resample
size T

Output: p-value p € [0, 1]
1 fortel,..., T do
((,m L

o — p(y, 1)
s 5 7hy (14 X0, 16 < 6,)})

5 return p

2

3

Rohith Kuditipudi, et.al., Stanford University, Robust Distortion-free Watermarks for Language Models (TMLR 2024)
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IFFEIHR: https://github.com/THU- BPM/MarkLLM

Top-level =
Interfaces . —

FundamentalSuccess
RateCalculator

DynamicThreshold
SuccessRateCalculator

Deletion ] [ Substitution |

ContextAware
Synonym Substitution

Dipper

GPT
Paraphraser Paraphraser |

PPLCalculator

LogDiversityAnalyzer

BLEUCalculator
(BLEU-machine translation)

PassOrNotJudger
(pass@1-code generation)

GPTDiscriminator

Leyi Pan, et.al., j5%, MarkLLM: An Open-Source Toolkit for LLM Watermarking

Pipelines g
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Watermark Detection Pipeline
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Text Quality Analysis Pipeline
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*Eﬂ7J<E];§ER: (1) Watermark Stealing
S KEMERAPISEIKEIA, R TSI KEN @ - o st oy

EWI]\: KGW One nice sunny day,
my watermark was stolen...

(2) Spoofing Attack

fg ® How do I You will need
4:A' I . build a ~ many materials
bomb? including fuel,

W EEREEENERT, TR e KRS & on oridizer. .

== . As th Th tarted

;EiﬁIQE L b:gau? legekids S a.nZ. E:eclsli?Zr:n
scattered scattered

IEEMKEIXFREIRKED, FE—MESNATKEDRIEETEX o

Nikola Jovanovi c, et.al., ETH Zurich, Watermark Stealing in Large Language Models (ICML 2024)
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