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谁用了我的模型？
—大模型水印前沿探索
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问题定义

◼水印算法：

①让大模型学习隐式水印特征

Tunable

②在模型输出文本中嵌入水印信息

Frozen

Aiwei Liu, et.al., A Survey of Text Watermarking in the Era of Large Language Models. 2024

水印生成 水印检测
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方法概况

◼  Training Time Watermarking 

◼  Inference Time Watermarking

① Watermarking During Logits Generation

② Watermarking During Token Sampling

Aiwei Liu, et.al., A Survey of Text Watermarking in the Era of Large Language Models. 2024



Training Time Watermarking 



Training Time Watermarking 

Chenchen Gu, et.al., Stanford University, On the Learnability of Watermarks for Language Models (ICLR 2024)

◼ 探究语言模型水印的可学习性

◼ 将已有模型作为教师模型，通过水印蒸馏来训练新的学生模型，生成水印文本

已有工作

VS

本工作

教师模型

学生模型



Training Time Watermarking 

Chenchen Gu, et.al., Stanford University, On the Learnability of Watermarks for Language Models (ICLR 2024)

1. Logit-based Watermark Distillation

训练目标：利用KL散度对齐教师模型 𝒑𝑳𝑴 和学生模型 𝒑𝜽 的分布

2. Sampling-based Watermark Distillation

训练目标：用教师模型 𝒑𝑳𝑴 生成部分水印文本并入训练集，利用交叉熵损失训练学生模型 𝒑𝜽



Training Time Watermarking 

Chenchen Gu, et.al., Stanford University, On the Learnability of Watermarks for Language Models (ICLR 2024)

◼ 教师/学生模型：Llama2-7B

◼ 数据集：C4



Inference Time Watermarking - During Logits Generation 

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation 

◼ 什么是无偏水印？

◼ 无偏水印方法：

① 无偏赋权（Unbiased Reweight）② 独立水印码（Independent Watermark Codes）

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation 

◼ 无偏赋权：确保含水印分布的期望值与原始分布相匹配

① δ-reweight：从原始分布中采样一个One-hot分布

② γ-reweight：随机重排词表，将概率分布范围减半，使剩余token的概率x2

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation 

◼ 独立水印码：保证整个序列的无偏性

◼ 生成过程中，如果某个上下文码出现过，就跳过水印嵌入，直接使用原始的语言模型输出分布

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation 

◼ 水印检测：

① 基于似然的检测：对数似然比检验方法

比较给定文本在原始分布和水印分布下的似然，如果似然比超过一个阈值，则判定该文本含有水印

② 无需似然的检测

设计了一种新的打分函数

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation 

◼ 实验：文本摘要，机器翻译

◼ 嵌入水印后的文本质量与原始模型输出相当，在ROUGE、BLEU等指标上无显著差异

Zhengmian Hu, et.al., University of Maryland, Unbiased Watermark for Large Language Models (ICLR 2024 Spotlight)



Inference Time Watermarking - During Logits Generation 

Mingjia Huo, et.al., University of California, Token-Specific Watermarking with Enhanced Detectability and Semantic Coherence for Large Language Models (ICML 2024)

Department of Electrical and Computer Engineering, University of California. 

ICML 2024



Inference Time Watermarking - During Logits Generation 

Mingjia Huo, et.al., University of California, Token-Specific Watermarking with Enhanced Detectability and Semantic Coherence for Large Language Models (ICML 2024)

◼ 改进KGW中绿表切分比例 γ 和logits扰动值 δ



Inference Time Watermarking - During Logits Generation 

Mingjia Huo, et.al., University of California, Token-Specific Watermarking with Enhanced Detectability and Semantic Coherence for Large Language Models (ICML 2024)

◼ 基座模型：OPT-1.3B, LLAMA2-7B/13B/70B

◼ 数据集：C4 dataset



Inference Time Watermarking - During Token Sampling

Rohith Kuditipudi, et.al., Stanford University, Robust Distortion-free Watermarks for Language Models (TMLR 2024)



Inference Time Watermarking - During Token Sampling

Rohith Kuditipudi, et.al., Stanford University, Robust Distortion-free Watermarks for Language Models (TMLR 2024)

◼ 水印注入：用伪随机数生成器生成一系列伪随机数，以指导每个词元的采样过程

◼ 水印检测：用编辑距离评估文本词元与伪随机数之间的对齐情况
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新视角

Leyi Pan, et.al., 清华, MarkLLM: An Open-Source Toolkit for LLM Watermarking

◼ 大模型水印开源工具：https://github.com/THU- BPM/MarkLLM



新视角

Nikola Jovanovi ́ c, et.al., ETH Zurich, Watermark Stealing in Large Language Models (ICML 2024)

◼ 大模型水印窃取：

查询水印模型API得到水印文本，逆向工程得到水印规则

目标：KGW

◼ 欺骗攻击：

攻击者在不知道密钥的情况下，仍能生成能被检测为带水印的文本

◼ 清洗攻击：

攻击者从水印文本中去除水印，产生一个被检测为无水印的有效释义
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总结展望

质量与版权的平衡

⚫ 不会显著改变内容质量或可读性

⚫ 水印必须隐蔽嵌入到生成内容中

01

03

02

04

隐蔽性

信息量

鲁棒性

泛场景

应对复杂攻击场景

⚫ 抵抗多种形式的攻击，如增删改

⚫ 不轻易破坏水印完整性和可识别性

适应多种生成任务

⚫ 应用于翻译、对话等多种生成任务

⚫ 适配不同应用场景和多种文本风格

多比特水印内容

⚫ 每个数字内容携带丰富的元数据

⚫ 嵌入生成模型、版权归属等信息



国内团队

清华闻立杰

北大王选万小军

复旦肖仰华

上交王瑞



国内团队

天大熊得意

复旦邱锡鹏

微信孟凡冬

清华李涓子



国内团队

中科大张卫明



Q&A

谢谢，敬请批评指正！
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